
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

18  - Beyond AWS Basics: 

Leverage the AWS Tools for PowerShell to 

Refactor Your Windows Web Site 

A guide for Microsoft Practitioners  

You already have an ASP.NET Web site, which you want to refactor to take advantage of the power of 
Amazon Web Services. This walk-thru will show you how to use the PowerShell tools for AWS to migrate 
data and perform other relevant tasks associated with the actual transition to AWS. This walk-thru will not 
show you how to refactor code so that your site now runs on AWS. (That is a separate topic.) 

This is an easy tutorial because most of the work is already done for you! When you launch a Windows 
Amazon Machine Image (AMI), the AWS PowerShell Cmdlets are already loaded and ready to use on the 
running instance. And you'll learn how AWS is able to securely access your account credentials so that you 
don't even need to provide them. 

The AWS Tools for PowerShell afford you repeatability, scriptability, and speed. Some of the PowerShell 
commands that you will use finish in seconds vs. searching through a GUI interface to locate and click on a 
command. We timed the process of manually entering the commands in PowerShell and believe that the 
entire lab would take less than 15 minutes for an experienced user to repeat. You should budget at least an 
hour for your first walk-thru. 
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How we’ll Change the Architecture using PowerShell 

The starting photo sharing Web site is quite traditional: a Windows 2012 server that runs ASP.NET on IIS, 
with SQL Server as a database and images stored on the local file system. Of course this architecture is 
subject to the usual issues: it is a single point of failure, and because the photos are on the local file 
system. 

Starting Architecture 

 

The New Architecture Will Have Several Benefits 

Using the AWS PowerShell Tools, we will re-host images in Amazon S3, and also move the database to 
Amazon DynamoDB. The result will be an architecture well-suited for horizontal scale (although we 
won’t actually implement the scaling), with an image delivery service that is not only very high scale, but 
that is also high availability. The same two benefits apply to the database.  

In addition, we can move to a smaller server with all that work off-loaded. 

 

 



Start your qwikLAB™ 

 

1) Start your qwikLAB™ 

Use the Start Lab button to start your lab.   

(Hint: If you are prompted for a token, please use one you’ve been given or have purchased.) 

 

You will see the lab creation in progress. 

 

Note a few properties of the lab. 
 

a. Duration - The time the lab will run for before shutting itself down. 

b. Setup Time - The estimated lab creation time on starting the lab. 

c. AWS Region - The AWS Region the lab resources are being created in. 

 
2) Copy the password provided. 

 
a. Hint: selecting the value shown and using Ctrl+C works best 

 

 
3) Click Open Console. 

 

  

  



4) Login to the AWS Management Console 

 
Enter the User Name awsstudent and paste the password you copied from the lab details in 
qwikLAB™ into the Password field.  
 
Click Sign in using our secure server. 
 
In this step you logged into the AWS Management Console using login credentials for a user 
provisioned via AWS Identity Access Management in an AWS account by qwikLAB™. 
 

 
 

 

 

  



Set Up an IAM Role 

IAM stands for Identity and Access Management, and is one way in which System Administrators can 
provision a secure computing environment. We're going to create an IAM role that will allow the Web 
server to access the AWS APIs in a controlled fashion, and without you ever needing to intervene with 
security credentials in a text file. 

From the main AWS Console screen, click IAM to access the service. 

 

Click Roles, and then click Create New Role. 

 



You can name the role anything that you want. We suggest a function-based name, so Webserver seems 
appropriate. Note that you cannot change the name later. 

 

On the next screen select Amazon EC2 as the role type.  

 



There are a variety of roles that are already pre-defined, or you can create a custom set of permissions. 
We need to control other services such as Amazon S3, so Power User Access is an appropriate pre-
defined role. 

 



The actually policy language is written in JSON, and fortunately you can simply accept this screen 
without learning a new syntax. Click "Continue", then review and accept the next screen (not shown 
here because there is no reason to include the screenshot). 

 

How IAM Negates the Need for Credential Management 

When an EC2 server is launched with an IAM Role assigned to it, AWS places credentials for that role on 
an EC2 Metadata Server along with other metadata such as the instance ID. The tools that we will use in 
this lab are designed to look for credentials on this server. The credential are stored separately from the 
EC2 instance’s file system on a server with a non-Internet-routable address (169.254.169.254).  

Note that IAM roles only work for EC2 instances. 

Launch a Windows Server 

For the purposes of this lab, we will launch a Windows 2012 server, and then install an "old school" 
ASP.NET Web site on it. By old school, we mean that the server was set up as a one-machine Web site, 
where all content is stored on the local disk drive. Many such sites exist today, and in some cases 
developers move to a separate database shared between servers. However flat file content such as 
photo galleries remain on the local drive. That's not a formula for success if you want to scale 
horizontally, or if your primary server fails. But you already knew that… 

By the way, even though we’re running this server on EC2, in its initial configuration there is little 
difference between an on-premises Windows server and this one. We’ll fix that a bit later in the lab… 



Navigate to the EC2 page from the console's main screen.  

 



Decide Which AWS Region to Use 

Amazon Web Services are available around the world, and hopefully you will set up your operation 
based on where your customers are located.  

For the purposes of this walk-thru we will use us-west-2, also known as Oregon in the AWS Console, 
which is located on the US West Coast. If you choose another region, you will need to adapt accordingly 
for several steps in this exercise. We'll try to point them out when needed. 

Click on the drop down, labeled as #1 in the screen shot, then select US West (Oregon). 

 



Create a Key Pair 

It’s possible to create a key pair at the same time that you launch an instance. However we are 
performing this as a separate step because it’s easier to recover from mistakes when the steps are 
separate. 

On the EC2 screen, click on Key Pairs in the menu on the left, then click on “Create Key Pair”. 

 

Then enter the name of the key pair. We used LabKey – however you can name it anything that makes 
sense to you. Click Yes to continue. 

 



The console will start a download to disk. Save this key in a location that you can remember—and write 
down what directory that is in case you ultimately forget the name, because if you lose the downloaded 
key file, you’ll need to re-launch the server (unless you change the server password first – but you need 
this file to log in the first time). 

 



Launch an Instance 

Click EC2 Dashboard and then Launch Instance. 

 

Scroll down until you find “Microsoft Windows Server 2012 with SQL Server Web”, and click Select. 

 

Choose the General purpose category, and then an m3.xlarge instance. The m3.xlarge is much more 
practical than the default t1.micro. But why m3.xlarge instead of a m1.small? We plan to use SQL Server, 



which will run better with more memory. (Note: this lab was also tested on an m1.small, and it still ran 
satisfactorily.) 

Click Next: Configure Instance Details. 

 



Change the IAM role to Webserver, which we created a few minutes ago. This is a setting that can only 
be modified before launch, and that is critical if we want to leverage the Command Line tools (which is 
the point of this lab!). 

We won’t be configuring storage for this instance, so click 5. Tag instance to skip ahead. 

 

Give the server a name. This is not required; however in an active management console you'll find it 
useful.  Click Next: Configure Security Group. 

 



This screen will default to Create a new security group, which is fine. Accept the default name for the 
group, but change the MS SQL selection to HTTP. We don’t want any direct communication with SQL 
Server across the Internet (which is what that setting would have allowed); however the Web server 
needs to communicate freely to any computer that tries to access it. 

Click Review and Launch. 

 



You may see a warning that port 1433 must be open in order to connect. Ignore the warning. 

 

The review screen has a couple of warnings for us. This is a lab, not production, so it’s safe to ignore the 
warnings. Launch the server. 

 



There is one more setting that the console presents. Select your key pair from the drop-down list. You’ll 
need this key pair in order to retrieve the Windows Administrator password. 

Also acknowledge that you have access to the key pair. 

Click Launch Instance. 

 



You may need to wait 15 or more minutes for the server to launch and (especially) for the password to 
be available for retrieval. Simply close this window by scrolling down and clicking View Instances (not 
visible I this screen shot.). 

 



Retrieve the Windows Administrator Password 

We'll need to use the Key Pair that you saved earlier. 

Select the now-running instance and then right-click on it and select Get Windows Password. 

 

If you see the following popup, then you will need to wait a while longer until the Windows instance has 
completed launching and the administrator password becomes available. 

 



Then click Choose File and load the key pair that you previously saved to disk.  

If you cannot find the key pair file, then your only choice is to terminate this instance and launch a new 
one with a fresh key pair. Make certain that you know what directory the new key pair is stored in. 

Once the key is loaded, click Decrypt Password. 

 



You'll see a new screen with the DNS address of the server, along with the Administrator password. 
Keep this window open, in order that you can copy/paste the address and password into Remote 
Desktop.  

Tip: Do not use Shift-Insert to paste the password, because it sometimes pastes incorrect data. Instead 
use Ctrl-V or type it in.  

 

Connect to the Windows Server via Remote Desktop 

From your local Windows Desktop, open the start menu. Type MSTSC and press Enter. 

Remote Desktop will start. Copy the DNS name of your server from the screen shown in the previous 
screenshot, and paste it into this window. Then click Connect.  

 



Enter Administrator as the user name, and then paste the decrypted password into the next screen. Two 
notes here: 

 The screenshot below shows Administrator as a pre-filled value, using the machine name as the 
“domain” name. Depending on your local computer and the environment that it is running in, 
you may instead see some other value displayed. If so, you will need to type the user name in 
when you connect for the first time, by clicking “Use another account”. In this is the case for 
you, put a leading "\" in front of the user name. This makes certain that the server doesn't 
assume that a domain name will be involved. The result should look like this: \Administrator 

 Sometimes pasting the password doesn't work. We can't predict in advance whether it will or 
not, because the answer is related to some obscure security setting. However if copy/paste via 
CTRL-v gives you trouble, your only choice will be to manually type the password in. Sorry! 

 



If you see the following dialog the click Yes. In this lab, that’s OK. However, in general you should 
consider why the dialog appeared in the first place. It is generally one of two reasons: 

1. The remote computer is running a version of Windows that is earlier than Windows Vista. 
2. The remote computer is configured to support only the RDP security layer. 

 



Once you log in, note that Windows PowerShell for AWS is pre-installed. There are two PowerShell icons 
on the desktop: the one of interest is illustrated below in this screenshot. The screenshot is too tiny to 
see much; however it's located where the mouse-over "tool tip" is shown.  

If the screen on your Windows instance does not look like this one, press the "Windows" key on your 
keyboard. If your keyboard does not have a “Windows” key, and/or the screen shows a non-Metro 
desktop, move the mouse to the lower left corner of the screen, and an icon will pop up. Click on the 
icon to get to the Metro screen. 

Click on the Windows PowerShell for AWS icon to launch it. 

 



The PowerShell environment will take a moment to launch. During that time it will import values from 
the Metadata Web server at 169.254.169.254.  

Then it will prompt you for the values that it was unable to read automatically from the metadata 
server. The first question should be which region your instance is running in. Most likely your instance is 

running in us-west-2, because that is the region that we suggested at the beginning of this lab; 
however respond with the region that you launched in. You can double-check in the AWS Management 
Console (it's displayed in the upper right corner). 

 

Whatever you entered will be stored, so that you don't need to enter it again. 

Did your PowerShell for AWS session start out by asking for your AWS access credentials? That means 
that you forgot to specify an IAM Role at launch. You can enter master keys now; however that's not a 
good security practice. IAM Roles stores these keys on the metadata server, and then rotates the keys 
every 6 hours or so. That means that (a) the keys are never actually on your instance, and (b) if the 
credentials are compromised in some manner then the window of opportunity will be small.  

Launch a new instance with the correct role if you missed this step! 

How to Copy and Paste in Windows PowerShell 

Copy/paste operates differently in PowerShell. 

To copy text, highlight it with the mouse, and then press “Enter” to copy to the clipboard. 

To paste text, copy it from this lab manual and then right-click in the PowerShell window. 

If the text in the lab manual wraps to a second line, you will need to use Notepad to clean things up, 
because the PDF document inserted a CR/LF at the end of every line. Remove the extraneous carriage 
returns in Notepad, then copy and paste as described above. 



About Aliases 

There are all sorts of commands available in the PowerShell Tools for AWS! Try this command in the 
PowerShell command window to see the list: 

Get-Command -Module AWSPowerShell 

However the native cmdlet names are not always intuitive, so the setup program for the PowerShell 
Tools installs an aliases file that contains aliases for many of the cmdlets. For example, aliases are 
provided that are prefixed with the service name—rather than a PowerShell verb—and followed by an 
SDK method name. An example is the EC2-DescribeInstances alias. 

Other aliases use verbs that, although they do not follow standard PowerShell conventions, may be 
more descriptive of the actual operation. For example, the alias file maps the alias Get-S3Content to the 
cmdlet Read-S3Object.  

Set-Alias -Name Get-S3Content -Value Read-S3Object 

The aliases file is located in the AWS Tools for Windows PowerShell installation directory. The Amazon 
Machine Image (AMI) that you are using for this lab already loaded the aliases for you, which makes 
using the PowerShell cmdlets even more convenient. (In a default PowerShell environment you would 
need to load the alias file, in order to take advantage of all these synonyms.) 



Disable Internet Explorer’s Enhanced Security 

Internet Explorer (IE) uses enhanced security to prevent system administrators from browsing the 
Internet and infecting their server with viruses. That’s fine; however in this lab we will use IE to test our 
Web site and also to download a SDK from Microsoft. Performing either of these tasks with enhanced 
security is painful, so here’s how to easily disable it. 

 Click on the icon in the lower left corner of the screen to start Server Manager 

 Select the local server (#2 in the upper left corner) 

 Turn off enhanced security (#3) 

 

Install Internet Information Server 

We’re getting ahead of ourselves, though. In this lab we’re going to migrate an existing Web site to AWS 
using the AWS Command Line Tools; however IIS itself is not even installed yet. Let’s install both IIS and 
the “base” Web site. You may be asking yourself “why isn’t all of this installed before I started the lab?”, 
and the answer is simple: we want to use PowerShell as much as possible, and installing IIS via 
PowerShell is easy and relatively fast.  



Start a normal Windows PowerShell command Window. Once again, press the Windows button on the 
keyboard if you need to access the Windows Server 2012 UI. 

 

Type or paste the following command into the PowerShell window on a single line: 

Install-WindowsFeature –IncludeManagementTools –Name Web-Server, Web-Asp-Net, 

Web-Asp-Net45 



The result will look something like the screenshot below. However while you are waiting for the task to 
complete, read ahead and modify the security group rules for the server. 

 

Restart IIS as follows: 

iisreset 



Make Certain that IIS Works 

Make certain that the Web site works. Find the address of the server in the AWS Console. 

 

Copy the server address into a browser, and you should see a page like this: 

 

 



Install the Lab Web site 

We’ll copy a zip file from S3 into the inetpub directory. This may take a minute or two as we are 
downloading a 1GB ZIP file, containing over 5000 individual files. The following two commands will 
download a zip file with the lab files in it this. (The second command wraps in these instructions; 
however in fact it is a one-line command. 

Run the following commands from a PowerShell window: 

cd \inetpub 

Read-S3Object -BucketName reinvent-lab-downloads -Key PhotoGallery.zip -file 

.\PhotoGallery.zip 

Use these commands to unzip the file. You can make this into a PowerShell script; however we chose 
this approach because it’s a one-time operation. Copy/paste will work nicely… 

$shell_app=new-object -com shell.application 

$filename = "PhotoGallery.zip" 

$zip_file = $shell_app.namespace((Get-Location).Path + "\$filename") 

$destination = $shell_app.namespace((Get-Location).Path) 

$destination.Copyhere($zip_file.items()) 

 

If prompted, replace any files that are duplicate names. 

 



Set the Default Document to default.aspx 

You need to add default.aspx as the first document (webpage) in the list of documents processed by IIS. 
Default.aspx already exists in the page collection—but not as the top document. Start by removing the 
existing Default.aspx: 

Paste (or type) the following command into the regular PowerShell window. 

remove-webconfigurationproperty /system.webServer/defaultDocument -name files 

-atElement @{value="default.aspx"} 

Now add it to the top of the list. 

add-webconfigurationproperty /system.webServer/defaultDocument -name files -

atIndex 0 –value @{value="default.aspx"} 

Restore the SQL Database 

We’re taking a break from PowerShell when it comes to the database. Rather than asking you to do 
10,000 steps related to setting up the SQL Server database, we’ll simply restore from a backup. After all, 
one of the tasks after the site is up and running will be to move it to AWS, so there is no reason to spend 
a lot of time performing tedious tasks. 

Run the following commands from the “regular” PowerShell window that you just opened: 

First, set execution policy to unrestricted, in order that scripts will run on the server. This is a very loose 
security setting; however most of the scripts that you will be using in this lab are not digitally signed. 

Set-ExecutionPolicy Unrestricted 

Answer Y when asked if you really want to do this. 

 

Now set up PowerShell to use the SQL Server extensions. 

Import-Module SQLPS 

You will see a warning that reads: 

“WARNING: The names of some imported commands from the module 'SQLPS' include unapproved 
verbs that might make them less discoverable. To find the commands with unapproved verbs, run 
the Import-Module command again with the Verbose parameter. For a list of approved verbs, type 
Get-Verb.” 

You can safely ignore this warning. 



Now load the backup file into SQL Server. It’s best to copy and paste this command, because although it 
wraps in this document, it’s actually a single long line. 

Invoke-Sqlcmd -Query "RESTORE DATABASE popav FROM DISK = 

N'C:\inetpub\backups\popav.bak' WITH FILE = 1, NOUNLOAD, STATS = 10" 

Set SQL Server Login Mode to Mixed 

This particular AMI is set to “integrated” login mode for SQL Server, which means that a Windows 
account is required in order to log in to SQL Server. We will be using an explicit SQL-Server-only account 
to log in as the Web site app, so the server needs to be set to Mixed mode. Run the following script to 
set this mode.  

cd C:\inetpub\PowerShell 

If the above command fails, you likely left out “C:” from the command syntax. 

.\Set-SqlServerLoginMode Mixed 

Set-SqlServerLoginMode.ps1 is a PowerShell script that executes the following commands. (The lines 
below are for your reference – no need to run them.) 

# Connect to the instance using SMO 

$sqlServer = new-object ('Microsoft.SqlServer.Management.Smo.Server') 

'(local)' 

[string]$name = $sqlServer.Name 

[string]$currentMode = $sqlServer.Settings.LoginMode 

 

Write-Host "Instance Name = $name" 

Write-Host "Current Login Mode = $currentMode" 

 

# Change login settings for this SQL Server instance to Mixed Mode 

$sqlServer.Settings.LoginMode = 

[Microsoft.SqlServer.Management.SMO.ServerLoginMode]::$Mode 

 

# The following command actually executes the changes on the server 

Write-Host "Updating the server to use $Mode as a Login Mode..." 

$sqlServer.Alter() 

Mixed mode authentication won’t take effect until you restart MS SQL Server. The following PowerShell 
command will restart the server: 

Restart-Service MSSQLSERVER -Force 

There’s one more thing to do before SQL Server is ready to accept requests from the Web site: we need 
to add web_user as a login on the server, and also set web_user’s default database to popav, with 
sufficient permissions to run queries. 

There’s a PowerShell script in the c:\inetpub\PowerShell directory, named Add-WebUser.ps1, which 
performs the steps mentioned in the previous paragraph. From a PowerShell prompt, execute the script 
as follows: 

.\Add-WebUser  



For your reading convenience, the script contents are as follows. Don’t execute these commands 
directly (although it won’t cause any problems if you do). 

#Add-WebUser.ps1 

# This Web site depends on a SQL Server user named "webuser" with privileges 

to access the popav database 

# This script adds the user and configures their account accordingly 

 

$dbUserName = "web_user" 

$password = "Puget1" 

$dbUserNameRole = "db_datareader" 

$server = '.' 

$DatabaseName = "popav" 

 

$Error.Clear() 

cls 

 

Write-Host "-----------------------------------------------------------------

---------------------------" 

Write-Host "Add-WebUser.ps1" 

Write-Host "Processing user $dbUserName..." 

Write-Host "-----------------------------------------------------------------

---------------------------" 

 

[System.Reflection.Assembly]::LoadWithPartialName('Microsoft.SqlServer.SMO') 

| Out-Null 

$sqlSrv = New-Object 'Microsoft.SqlServer.Management.Smo.Server' ($server) 

 

$server = New-Object -TypeName Microsoft.SqlServer.Management.Smo.Login -

ArgumentList $sqlSrv, $dbUserName  

if ($sqlSrv.Logins.Contains($dbUserName)) 

{ 

  Write-Host "The login $dbUserName currently exists in $sqlSrv. Dropping 

login..." 

  $sqlSrv.Logins[$dbUserName].Drop() 

} 

$server.LoginType = 'SqlLogin' 

$server.PasswordExpirationEnabled = $false 

$server.PasswordPolicyEnforced = $false 

$server.DefaultDatabase = $DatabaseName 

Write-Host "Creating a server login for $dbUserName in $sqlSrv..." 

$server.Create($password) 

$server.Alter() 

 

# If user is associated with the database, drop the user so that we can 

create a fresh association 

$database = $sqlSrv.Databases[$databasename] 

if ($database.Users.Contains($dbUserName)) 

{ 

    Write-Host "The database user $dbUserName currently exists in 

$databasename. Dropping User..." 

    $database.Users[$dbUserName].Drop(); 

} 

 

# Now associate the user with the database 



$dbUser = New-Object -TypeName Microsoft.SqlServer.Management.Smo.User -

ArgumentList $database, $dbUserName 

$dbUser.Login = $dbUserName 

Write-Host "Creating a user in $database for $dbUserName..." 

$dbUser.Create() 

 

#assign database role for a new user 

$dbRole.AddMember($dbUserName) 

$dbRole = $database.Roles[$dbUserNameRole] 

Write-Host "Altering database $database user $dbUserName to be role 

$dbUserNameRole..." 

$dbRrole.Alter() 

Test the Web site 

Visit the Web site using a browser. If the browser is on the EC2 instance that we just configured, then 
use http://127.0.0.1 as the address. If you are using a browser on another computer; for example, your 
local computer, then use the DNS name of the instance that you just configured; for example http://ec2-
54-214-110-190.us-west-2.compute.amazonaws.com/. Of course this example address is not the one 
that you need to enter. 

The page should look something like this: 

 

You are likely asking yourself, “what’s the deal with all these airplane photos?” The answer is quite 
simple: the lab author runs the real-world Web site that these photos were posted to, and accordingly 
has undisputed rights to the photos. It’s hard to find a large collection of photos, with metadata such as 
descriptions, so this is a photo collection of convenience. 

The photos are licensed to you for the purposes of this exercise; however you are not granted any rights 
beyond the lab per-se. 

http://127.0.0.1/
http://ec2-54-214-110-190.us-west-2.compute.amazonaws.com/
http://ec2-54-214-110-190.us-west-2.compute.amazonaws.com/


Checkpoint: What Have we Accomplished so Far? 

The server that you just configured is already running on Amazon EC2, so you are already “running in the 
Cloud”. However it’s still just a single server, running in a non-scalable manner with a local SQL Server 
database. We are going to set up servers that can be scaled horizontally and also use self-scaling AWS 
resources such as Amazon S3 and Amazon DynamoDB. Along the way we will realize much improved 
performance and lower costs.  

Of course, we have already leveraged PowerShell to automate configuration. It would be very easy to 
set up a CloudFormation template that automates what we’ve done so far. 

The list of commands in the PowerShell Tools for AWS is impressive. Try this command to see the full 
list! 

Get-Command -Module AWSPowerShell 

You can also search for a subset of the commands; for example: 

Get-Command -Module AWSPowerShell *S3* 

Let’s get started! 

Set Up Your Amazon S3 Environment 

We're going to host static content such as our photo gallery images in Amazon S3. The first step in this 
process will be to create a bucket to host the images; and then we will upload photos to the bucket. In 
the end we are going to create two buckets: one to hold the photos, and a second one to hold 
thumbnails of the photos. 

Thanks to the features of IAM Roles, we won't even need our AWS Credentials. That's because the 
credentials are stored and periodically updated on the metadata Web Server at 169.254.169.254. As 
mentioned earlier, the tools know how to find the credentials, so you don't even need to write any 
code. 

Using the command window above, create an S3 bucket that has a unique name. (No two buckets in all 
of Amazon S3 can use the same name. The cmdlet to use is as follows; however you need to change the 
bucket name from the lab-Web site-images to something unique; and you may want to also change the 
region.  

A bucket can be in a different region than your instance, although on average performance will be best if 
the bucket and your EC2 instance are in the same region. That’s because you probably selected the 
region that is closest to your users. 

New-S3Bucket -BucketName lab-Web site-images -Region us-west-2 

Now verify that the new bucket exists. Of course you could do this via the S3 tab in the AWS 
Management Console; however we’ll use the PowerShell tools for AWS because that’s the topic of this 
lab. 

get-s3bucket 



You should see a list of all buckets for this account. Most likely that list has a single entry: the bucket 
that you just created.  

Verify which region that you bucket was created in. Substitute your actual bucket name in place of lab-
Web site-images. 

get-s3bucketlocation lab-Web site-images 

Upload Images to Amazon S3 

One of the biggest wins for any Web site is serving static content from Amazon S3. By using Amazon for 
the images in this site, you offload server load to S3, and if you start multiple servers (for high 
availability and scalability), then the content is served out of a common location, which in turn means 
that you don’t need to consider synchronization. 

Use either PowerShell or Windows Explorer to inspect c:\inetpub\wwwroot, and you will see that there 
are two subdirectories: images and thumbs. We need to copy each of these to the bucket that you 
created earlier. In our case, the bucket was named lab-Web site-images. 

In c:\inetpub\PowerShell there is a PowerShell script that you can run to do this work. Invoke it as 
follows, and of course as always substitute the name of your bucket: 

cd c:\inetpub\PowerShell 

.\Upload-S3-Objects.ps1 lab-Web site-images 

This script is fairly simple, as per below.  

# Upload-S3-Objects.ps1 

 

[CmdletBinding()] 

param ( 

 [parameter(Mandatory=$true, 

  ValueFromPipeline=$true, 

  ValueFromPipelineByPropertyName=$true)] 

 [String]$Bucket 

)  

 

cls 

Write-Host "-----------------------------------------------------------------

------------------------------------" 

Write-Host "Upload-S3-Objects.ps1" 

Write-Host "-----------------------------------------------------------------

------------------------------------" 

 

$subdir = "thumbs" 

$localDir = "c:\inetpub\wwwroot\$subdir\" 

Write-Host "Uploading files in $localDir... to $Bucket/$subDir" 

Write-Host "Write-S3Object -BucketName $bucket -KeyPrefix "$subdir/"-

PublicReadOnly  -Folder $localDir" 

            Write-S3Object -BucketName $bucket -KeyPrefix "$subdir/" -

PublicReadOnly -Folder $localDir 

 

$subdir = "images" 

$localDir = "c:\inetpub\wwwroot\$subdir\" 

Write-Host "Uploading files in $localDir... to $Bucket/$subDir" 



Write-Host "Write-S3Object -BucketName $bucket -KeyPrefix "$subdir/"  -

PublicReadOnly -Folder $localDir" 

            Write-S3Object -BucketName $bucket -KeyPrefix "$subdir/" -

PublicReadOnly -Folder $localDir 

The core command in the script is Write-S3Object, which we are calling with several arguments.  

 BucketName is of course the name of the bucket that the content will go into 

 KeyPrefix is the “virtual subdirectory” that the images will be placed in. The first time we’ll put 
the thumbnails in the “thumbs” subdirectory, and then we’ll make a second pass to put the full-
scale photos in the “images” subdirectory. (Actually, the script will do this, not you.) 

 PublicReadOnly is the ACL (Access Control List) setting that allows anyone to read the file. By 
default security is set to only allow you to read the file, which is not very useful for a public Web 
site. 

 Folder is the local directory on the C Drive where the content is located. 

Note that we never specify which files to upload! We could, with a “-key” argument, but when that 
argument is omitted, all files in the local directory are uploaded to Amazon S3. There are additional 
arguments that allow you to only upload files with a certain pattern (e.g. *.jpg). Use Get-Help Write-
S3Object to learn more. 

A final comment about Write-S3Object: it’s amazingly fast, because it makes use of multi-part upload. 
The author uploaded a 1.9 GB file from an EC2 instance to Amazon S3 in 14 seconds. You should try that 
at home. 

Modify Default.aspx.cs 

We still need to modify the Webpage logic to use Amazon S3 as a repository for thumbnails and images. 
Navigate to c:\inetpub\wwwroot using Windows Explorer, and then double-click on Default.aspx.cs. This 
particular AMI has Visual Studio Express installed, which will automatically start. (If it crashes on your 
first attempt, try again.) Set Visual Studio up to use the C# development environment on startup. 

Navigate to line 80 by typing CTRL-G, and entering 80 as the line number. 

The line looks like this: 

string urlPrefix = ""; 

 

Modify it to add http://[bucket-name].s3.amazonaws.com (no trailing slash). In our example, use 
http://lab-Web site-images.s3.amazonaws.com, so that the revised code will look like 
this: 

string urlPrefix = "http://lab-Web site-images.s3.amazonaws.com"; 

Save the file (CTRL-S is an easy way to do this), and refresh the Web Page in the browser. Hover over any 
one of the images with the mouse, and in the lower left corner of the browser window you will see the 
new url that points to Amazon S3 as the thumbnail source. Click on the image to make certain that the 
full image also renders properly from Amazon S3. 



Checkpoint: What Have we Accomplished so Far? 

Our Web site should now run faster on any instance size, because a big chunk of processing and 
bandwidth was just offloaded to Amazon S3. 

Export Data from SQL Server 

We still need to export data from the database on the Windows server, in preparation for importing it 
into DynamoDB. Once again PowerShell provides these capabilities. From a PowerShell prompt, execute 
the following command. Note that this wraps here; however it is actually one long line in PowerShell. 

sqlcmd -S localhost -d popav -E -W -s "," -Q "SELECT * FROM 

popav.dbo.photo_gallery " -o "C:\inetpub\photo_gallery.csv" 

That was easy! So repeat for the category table. 

sqlcmd -S localhost -d popav -E -W -s "," -Q "SELECT * FROM 

popav.dbo.category " -o "C:\inetpub\category.csv" 

Double-click on each file in Explorer (in c:\inetpub) to look at the contents. The files should open in 
WordPad by default; however if not, then make the file association when you open the first file. 

You will see column names at the top, followed by a row of dashes, and some extraneous lines at the 
end. All of these elements are handled in code, so no need to change anything. 

Of course the most important feature is the data itself, which is delimited via commas. Some work went 
into preparation for this lab, in order to ensure that no commas were embedded in the data per-se. 



Set up Amazon DynamoDB 

You are one of the first users of PowerShell Tools for DynamoDB! This feature is particularly useful 
because it is a clean way to work with the service in a repeatable manner.  

Install the Updated AWS Tools for PowerShell 

We’ve made the tools available for you to install on this server. 

cd C:\inetpub 

Read-s3Object –BucketName reinvent-lab-downloads –Key deployment.zip –file 

c:\inetpub\deployment.zip 

Use Explorer to navigate to c:\inetpub and then double-click on deployment.zip, which will show the zip 
file contents. 

 



Copy all the files, and paste into C:\Program Files (x86)\AWS Tools\PowerShell\AWSPowerShell, 
replacing the files that are there (the extra files can be ignored). You may need to close PowerShell 
windows to resolve files that are open and block files from being overwritten. 

 

Verify that the DDB commands are available. A regular PowerShell window should work. 

Get-Command -Module AWSPowerShell *ddb* 

Let’s start by looking at the list of PowerShell cmdlets related to DynamoDB, using the following 
command. If you do not see any commands in the output, you’ll need to manually install an updated 
version of the tools. Instructions are below. 

Get-Command -Module AWSPowerShell *ddb* 

The list of commands is fairly brief: 

CommandType     Name                                               ModuleName 

-----------     ----                                               ---------- 

Cmdlet          Get-DDBTable                                       AWSPowerShell 

Cmdlet          Get-DDBTables                                      AWSPowerShell 

Cmdlet          Get-RDSReservedDBInstance                          AWSPowerShell 

Cmdlet          Get-RDSReservedDBInstancesOffering                 AWSPowerShell 

Cmdlet          Get-RDSReservedDBInstancesOfferings                AWSPowerShell 

Cmdlet          New-DDBTable                                       AWSPowerShell 

Cmdlet          Remove-DDBTable                                    AWSPowerShell 

Cmdlet          Update-DDBTable                                    AWSPowerShell 



Next, we can see if there are any tables in our default region (which is set to us-west-2, if you followed 
the guidance earlier). Note that this is the plural spelling of tables – it’s easy to accidentally use the 
singular spelling, which will return an error unless you list a table name. 

Get-DDBTables 

A Brief Overview of DynamoDB 

Amazon DynamoDB is another disruptive technology. We’ll keep this summary brief, with the following 
features being relevant in the context of our Web site: 

 This is probably going to save you a lot of money each month! DynamoDB is mostly a “pay for 
what you use, when you use it” service. Rather than paying per hour for a database that is idle 
at 3 in the morning, you pay for storage and for IO. One exception is that you also pay for 
“provisioned throughput”, or database performance as a monthly fee. 

 Think of DynamoDB as a collection of tables with no relationships between the tables. 

 Instead of pre-established columns, there are a collection of key/value pairs. 

 There are only three data types: strings, integers, and binary. 

 You can’t run traditional SQL queries (because it’s not SQL). And there is no ORDER BY 
statement (but you can achieve the same results) 

 Like Amazon S3, you can run DynamoDB in an eventually consistent mode to save even more 
money, while also improving performance even more. But you can also run in a strongly 
consistent mode, and the decision can be different for each table. 

Create a Table Named photo_gallery 

First, change to the correct directory to run the script: 

cd c:\inetpub\powershell 

This table has a number of parameters, so we created a script named Create-DDB-Photo-Gallery.ps1, 
which is located in c:\inetpub\PowerShell. The script contents are listed below; note that many lines 
contain a PowerShell “line continuation” character, which is the back tick located just under the tilde (~) 
on US keyboards. It’s hard to see, both on the screen and in this lab manual. 

  



# Create-DDB-Photo-Gallery.ps1 

 

# The photo_gallery table in SQL Server has the following columns 

# that we will reproduce in DynamoDB: 

# pg_id, pg_cat, pg_filename, pg_upload_date, pg_file_size,  

# and pg_description  

# However the only attributes that we will add at this time are the  

# ones required for the keys. The rest will create themselves when we  

# load data into the table. 

 

$schema = New-DDBTableSchema 

 

# Adding a key schema automatically adds an attribute schema entry;  

# the default key type is 'hash' 

$schema | Add-DDBKeySchema -KeyName "pg_cat" -KeyDataType "N" 

$schema | Add-DDBKeySchema -KeyName "pg_id" -KeyDataType "N" ` 

                            -KeyType "range" 

 

# Adding an index schema automatically defines an attribute for the  

# range key, so you don’t need a separate Add-DDBKeySchema call for  

# this one  

$schema | Add-DDBIndexSchema -IndexName "PhotosByDate" ` 

                             -RangeKeyName "pg_upload_date" ` 

                             -RangeKeyDataType "S" ` 

                             -ProjectionType "keys_only" 

 

# When creating a table with an lsi, the hash key for the lsi  

# is inferred from the key schema 

$schema | New-DDBTable  -TableName "photo_gallery" ` 

                        -ReadCapacity 96 ` 

                        -WriteCapacity 32  

The script does the following: 

First, two attributes are established: pg_cat and pg_id. These are then used as a primary key, or in the 
vocabulary of DynamoDB, a hash/range key. Queries will select only records in a specific category, which 
is different than the original SQL Server version. There are some great reasons to refactor in this manner 
that have to do with trying to partition large tables into uniformly-distributed hash keys. We have a 
small table; however we also wanted to provide you with a recipe that will work at scale. 

We also establish a “Local Secondary Index” so that we can query by date. While this is a useful feature, 
we won’t actually use it in our simplistic Web page. 

Then we create the table, specifying these attributes, the primary key, and a local secondary index. 

Provisioned throughput is an important concept to understand. This is the maximum rate at which the 
database will perform, and if the rate is exceeded then you are issued a speeding ticket in the form of a 
runtime error.  

Our Web page loads 48 records per page, so 2 user requests/second is where the number 96 comes 
from. That’s a fairly high-performance site in practice—at least for a niche-interest site such as a 
hobbyist photo gallery. And of course you can adjust the limit later if you need to. 

The only time that we will write data in this lab is when we load approximately 2700 records into the 
table. So we chose 32 records/second as the limit, and then throttled the code that loads the records to 
a rate slightly less than that. More about this in a moment… 



Create the table with these commands: 

.\Create-DDB-Photo-Gallery.ps1 

The script will return the following response: 

AttributeSchema                                 KeySchema                                      

LocalSecondaryIndexSchema                      

---------------                                 ---------                                      

-------------------------                      

{pg_cat}                                        {pg_cat}                                       

{}                                             

{pg_cat, pg_id}                                 {pg_cat, pg_id}                                

{}                                             

{pg_cat, pg_id, pg_upload_date}                 {pg_cat, pg_id}                                

{PhotosByDate}                                 

 

AttributeDefinitions  : {pg_cat, pg_id, pg_upload_date} 

TableName             : photo_gallery 

KeySchema             : {pg_cat, pg_id} 

TableStatus           : CREATING 

CreationDateTime      : 10/29/2013 4:19:00 AM 

ProvisionedThroughput : 

Amazon.DynamoDBv2.Model.ProvisionedThroughputDescription 

TableSizeBytes        : 0 

ItemCount             : 0 

LocalSecondaryIndexes : {PhotosByDate} 

Note that TableStatus = CREATING. It takes approximately 2 minutes to complete the creation process. 
You can check to find out when the table is ready to use by issuing the following command: 

This table needs to finish creating and show “Active” before you create the category table, because 
DynamoDB only creates a single LSI (local secondary index) at a time. Repeat the Get-DDBTable 
command until it says “Active”.  

Get-DDBTable photo_gallery 

 

 

AttributeDefinitions  : {pg_cat, pg_id, pg_upload_date} 

TableName             : photo_gallery 

KeySchema             : {pg_cat, pg_id} 

TableStatus           : ACTIVE 

CreationDateTime      : 10/11/2013 1:42:35 AM 

ProvisionedThroughput : 

Amazon.DynamoDBv2.Model.ProvisionedThroughputDescription 

TableSizeBytes        : 596135 

ItemCount             : 5484 

LocalSecondaryIndexes : {PhotosByDate} 

Create a Table Named category 

We’re not going to present the finished Web page in exactly the same format as the original (although 
we could have). Instead we’re going to allow you to view photos by category. Accordingly the category 
table will display a list to choose from. 



Once again, we created a script for you, named Create-DDB-Category.ps1. It looks very similar to the 
previous script. 

# Create-DDB-Category.ps1 

$schema = New-DDBTableSchema 

 

# Adding a key schema automatically adds an attribute schema entry;  

# the default key type is 'hash' 

$schema | Add-DDBKeySchema -KeyName "category" -KeyDataType "S" 

$schema | Add-DDBKeySchema -KeyName "cat_id" -KeyDataType "N" ` 

                           -KeyType "range" 

 

# Adding an index schema automatically defines an attribute for the  

# range key, so you don’t need a separate Add-DDBKeySchema call for  

# this one  

$schema | Add-DDBIndexSchema -IndexName "CategoryByName" ` 

                            -RangeKeyName "cat_name" ` 

                            -RangeKeyDataType "S" ` 

                            -ProjectionType "keys_only" 

 

# When creating a table with an lsi, the hash key for the lsi  

# is inferred from the key schema 

$schema | New-DDBTable -TableName "category" ` 

                        -ReadCapacity 96 ` 

                        -WriteCapacity 32  

Execute the script as follows: 

cd c:\inetpub\PowerShell 

.\Create-DDB-Category.ps1 

Note: If you encountered an error because photo_gallery was not finished creating, no problem. Simply 
try creating category again by re-running the script. 

Checkpoint: What Have we Accomplished so Far? 

Using command line tools in PowerShell, we very quickly created DynamoDB tables. These scripts and 
commands lend themselves to automation, so imagine launching a default server using Amazon 
CloudFormation, and then installing software and creating tables as part of the launch process. In fact, in 
the real world that’s a best practice. 

Load Data into DynamoDB 

The PowerShell Tools for AWS do not currently support loading data. Accordingly we created an 
ASP.NET page for you to use, which you can find by using the browser on the server to navigate to 
http://127.0.0.1/LoadDynamoDB.aspx. Don’t run this from any other location, because if something 
goes wrong only the local browser will display full error messages. 

In the real world, do not expose Web pages such as this one to the Internet. This is a “lab-only” page. 

This page loads data into DynamoDB’s category table, and then into the photo_gallery table.  

We won’t discuss the code in detail here, except for one detail. If you examine the code in 
LoadDynamoDB.aspx.cs, there is a procedure named UploadPhotoGalleryRecord (shown below). 

http://127.0.0.1/LoadDynamoDB.aspx


The very last line in the procedure says “System.Threading.Thread.Sleep(35);” which pauses the system 
for 35 millesconds (ms). after each insert. This is a throttle limit so that we don’t insert more than 32 
records/second, which would throw an error. Our code, like most demo code, does not handle errors in 
the interest of educational clarity. At least, that’s our excuse… 

By the way, with approximately 2700 records to load, this will take (2700 / 32) seconds to run. That’s 
about a minute and a half. 

The very last thing that the code does is load the final count into the stats table. 

private static void UploadPhotGalleryRecord(string TableName, string[] Data, 

AmazonDynamoDBClient Client, string[] ColumnList) 

    { 

        Amazon.DynamoDBv2.DocumentModel.Table pgTable = 

Amazon.DynamoDBv2.DocumentModel.Table.LoadTable(Client, TableName); 

        var pgDoc = new Document(); 

        for (int i = 0; i < ColumnList.Length; i++) 

        { 

            if (i < 2) 

            { 

                pgDoc[ColumnList[i].ToString()] = 

Convert.ToInt32(Data[i].ToString()); 

            } 

            else if (i == 3) 

            { 

                string date = Data[i].ToString().Substring(0, 10); 

                pgDoc[ColumnList[i].ToString()] = date; 

            } 

            else 

            { 

                pgDoc[ColumnList[i].ToString()] = Data[i].ToString(); 

            } 

        } 

        pgDoc["Tags"] = new List<string> { "index", "primarykey", "pg_cat", 

"pg_id" }; 

 

        pgTable.PutItem(pgDoc); 

        System.Threading.Thread.Sleep(35); 

    } 

 

} 



Launch the Page 

Per above, use the browser on the server to load http://127.0.0.1/LoadDynamoDB.aspx. Note that this 
page will not run from any external location (try if you want…). 

 

http://127.0.0.1/LoadDynamoDB.aspx


Click Load Data and wait. You’ll see updates every few seconds that show how many records have been 
processed. The page will display “Upload Complete” once finished. 

 



Browse the Data 

Was your data load successful? You can use the console to explore it. Find the DynamoDB section of the 
AWS Console, and then make certain that the AWS region is set to us-west (or whatever region you 
chose for this lab). 

Highlight the row that says “photo_gallery” and then click Explore Table. 

 



The result will look something like this. Note that the records are in no particular order, despite the fact 
that you loaded them from a csv file that was sorted by ascending pg_id values. 

 

Update Provisioned Throughput 

Now that we’re done writing data to photo_gallery, we can save money by modifying provisioned 
throughput. We originally set reads to 96, and writes to 32. Let’s lower writes to 1 with the following 
PowerShell command. (Note: if you copy/paste this command, all will go well. If you type it in, the 
hyphen at the end of lines 1 and 2 below are actually just in front of the first character in the following 
line. Word just decided to break lines like this…) 

Update-DDBTable "photo_gallery"  -ProvisionedThroughput_WriteCapacityUnits 1 

-ProvisionedThroughput_ReadCapacityUnits 96 

Checkpoint: What Have we Accomplished so Far? 

Our Web site is now ready to handle high traffic volumes, because the heavy lifting that is associated 
with displaying images and querying the database has been moved off the server. There are two 
benefits: 

1. We can likely re-deploy the Web server on a smaller instance size, which will save a lot of 
money. 

2. We can implement horizontal scaling, where the server(s) are placed behind a load balancer. As 
site demand varies, the automation will add or subtract servers as needed. Originally this would 
have been problematic, because we would have had to synch the file systems when new photos 
were uploaded, and we would have had to synchronize SQL Server databases (or point to a 
common one). Now that’s Amazon’s problem, and in addition both S3 and DynamoDB take care 
of high availability for us by replicating data across multiple Availability Zones. 



Try the Revised Web site 

The focus of this lab is PowerShell, not .NET code or ASP.NET. Accordingly we wrote a new page named 
“Default2.aspx” that is ready to go to display the records that DynamoDB returns. Note the number 2 in 
the page name. 

By the way, there is not a Powershell Comandlet that queries DynamoDB. 

Use explorer to navigate to c:\inetpub\wwwroot. Double-click on Default2.aspx.cs and modify the same 
variable as before to point to your S3 bucket. Search for the string “urlPrefix”. 

The line looks like this: 

string urlPrefix = ""; 

 

Modify it to add http://[bucket-name].s3.amazonaws.com (no trailing slash). In our example, use 

http://lab-Web site-images.s3.amazonaws.com, so that the revised code will look like 
this: 

string urlPrefix = "http://lab-Web site-images.s3.amazonaws.com"; 

 

Just like before, use your actual bucket name instead of the example above. 

Then point the browser on the server to http://127.0.0.1/Default2.aspx, and you should see something 
similar to the screenshot below. 

Try changing the category in the dropdown list. While the table is small (fewer than 3000 records), we 
trust that you will find performance good.  

 

http://127.0.0.1/Default2.aspx


Note that page navigation is also different here. We eliminated absolute page number links in favor of 
forward and backward navigation. Very large tables make absolute page numbers problematic, so we 
chose to provide a recipe that works well when tables are enormous. 

You can replicate the same behavior as on the original Web page, if you prefer that form of navigation. 

Clean Up the Lab Environment 

Please clean up the resources that you have consumed. 

Delete Objects in Amazon S3 

There is an easy one-line command that will delete your S3 Bucket and all object in it: 

Remove-S3Bucket theBucketName –DeleteObjects -Force 

Delete DynamoDB Tables 

Remove-DDBTable photo_gallery 

Remove-DDBTable category 

Terminate Your EC2 Instances 

Doing this from a shell prompt on your lab server will, of course, cause the server to stop responding 
immediately! Accordingly, we suggest that you terminate the instance from the AWS Command Console 
by selecting the server and then terminating it. 

Learn More about AWS Tools for PowerShell 

We’ve only scratched the surface of this subject, and of course the tools themselves are rapidly iterating 
to support more and more AWS services. Visit http://aws.amazon.com/powershell/ for additional 
documentation and news about AWS Tools for PowerShell.  

Because AWS Tools for PowerShell is tightly integrated into the PowerShell environment, it’s easy to 
incorporate normal PowerShell variables, scripts, and other facilities to accomplish almost any task. We 
trust that you found this exercise useful and also practical.  

 

  

http://aws.amazon.com/powershell/


End Lab 

Sign-out of the AWS Management Console.  

Click the End Lab button in qwikLAB™. 

 

Give the lab a thumbs-up/down, or enter a comment and click Submit 

 

 


